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Follow, share, comment, get scammed
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The Daily Star found that at 
least 31 pages and groups, 
operating under different 
names, were used to 
promote such fraudulent 
offers during a seven-day 
period last month.

This newspaper 
contacted at least seven 
pages, but none of them 
responded. However, in 
a report published on 
February 24, fact-checking 
organisation Dismislab 
revealed that the primary 
motive behind producing 
these deepfake videos 
about Tarique and his 
family is to rapidly increase 
followers and subsequently 
sell the pages.

Mohammad Sojol Sheik, 
admin of a Facebook page 
named “Janatar Inqilab”, 
told Dismislab that 
instead of going through 
the lengthy process of 
monetisation, their main 
objective is to quickly 
grow followers using AI-
generated videos and then 
sell the pages for profit.

Among the 52 Facebook 
posts analysed, 32 directly 
featured deepfakes of 
Tarique Rahman, and 
13 of Zaima Rahman. At 
least seven videos featured 
all three members of 
the family, including 
Tarique’s wife, Dr Zubaida 
Rahman. 

In at least 31 cases, the 
scammers offered Family 
Cards in return for “liking” 
and “following” the pages. 
Another 15 posts offered 
cash rewards, also for 

engaging with the pages.
Two Facebook pages 

bearing the name Zaima 
Rahman, with slight 
variations in spelling, were 
created on February 18 and 
22. 

Within just seven days, 
one page accumulated 
57,000 followers, while 
the other reached 32,000 
at the time of writing 
this report, showing 
how quickly these pages 
attracted large followings.

In a 10-second deepfake 
video created in the 
likeness of Zaima, it is 
claimed that “5,000 people 
will each be given Tk 5,000 
at midnight”. Viewers are 
told that only those who 
share the video will receive 
the money. 

As of filing this report, 
the video had been viewed 
3,10,000 times.

Many bKash numbers 
have been posted in the 
comment sections. In 
several instances, personal 
addresses have also been 
provided.

In another deepfake 
video featuring the likeness 
of Tarique Rahman, viewers 
are directly asked to submit 
their “bKash and Nagad 
numbers”. It is stated that 
those who have not yet 
provided their numbers 
should do so immediately, 
as the names of the winners 
will be announced within 
four hours.

The government has 
launched the “Family Card” 
programme on a pilot 
basis. Under the initiative, 

37,567 households from 
selective areas received Tk 
2,500 each through their 
bank accounts or mobile 
wallets before Eid. 

The programme, which 
aims to provide one card for 
each family, will gradually 
expand to other parts of 
the country.

However, even before 
the official rollout, 
misinformation has been 
circulated on social media 
through deepfake videos 
falsely claiming that the 
Family Card distribution 
had already begun, 
accompanied by fake 
offers.

Md Sayeed Al-Zaman, 
a digital media researcher 
and assistant professor 
of Journalism and Media 
Studies at Jahangirnagar 
University, told The Daily 
Star, “When such deepfake 
videos urge users to share 
specific content, people 
with limited digital literacy 
often become involved and 
help spread it further. This 
allows the content creators 
to generate revenue from 
Facebook.”

Meanwhile, personal 
information such as mobile 
phone numbers, bKash 
numbers, and addresses 
ends up in the hands of 
these scammers, which 
may later be used for 
various types of fraud, 
he said, adding, “These 
scams operate in a similar 
way across the world, 
and Bangladesh is no 
exception.”

As users voluntarily 

share their names, 
addresses, and mobile 
numbers on social media, 
they create significant risks 
to their personal privacy 
and financial security.

According to UNCTAD’s 
Digital Economy Report 
2021, “There are plenty of 
security threats related 
to data on the internet, 
including data breaches, 
identity theft, malware, 
ransomware and other 
types of cybercrime.”

Interpol warns 
that social media has 
become the preferred 
channel for these crimes. 
Cybercriminals exploit 
the information shared 
publicly to conduct “Social 
Engineering” attacks.

Need alternative legal routes
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Presenting the keynote 
paper, Ruma Sultana, 
programme coordinator 
at MJF, said International 
Women’s Day should 
not remain a ceremonial 
observance while 
survivors continue to face 
humiliation, delays and 
denial of justice.

She said police often 
hesitate to register cases, 
domestic violence is 
still treated as a private 
matter, and weak witness 
management and poor 
institutional coordination 
continue to delay justice.

Banasree Mitra Neogi, 
director of rights and 
governance programmes 
at MJF, said meaningful 

justice will remain elusive 
unless these structural 
barriers are addressed. 

Rekha Saha of 
Bangladesh Mahila 
Parishad said survivors and 
their families frequently 
face intimidation, social 
stigma and pressure to 
withdraw cases, even after 
perpetrators are punished.

“Justice remains 
incomplete if victims’ 
families continue to live in 
fear and insecurity,” she 
said.

Advocate Selina Akhter 
of Ain o Salish Kendra 
said rape cases require 
coordination among 
police, hospitals, witnesses 
and families, yet survivors 
are often retraumatised by 
the legal process itself. 

Evidence may be 
destroyed early in the 
process, she said, while 
accused persons released 
on bail often pressure 
survivors and their families.

Nighat Seema of 
Bangladesh National 
Women Lawyers’ 
Association said the 
Domestic Violence 
Act, 2010, remains 
underused despite being 
a key safeguard, largely 
because domestic violence 
continues to be normalised 
and awareness of the law 
remains low.

Barrister Priya Ahsan 
Chowdhury of BLAST said 
many victims -- particularly 
from gender-diverse and 
marginalised communities 
-- are discouraged 
from pursuing cases, 

retraumatised during 
proceedings or pushed 
into further complications 
due to weak legal guidance 
and poor institutional 
response.

Gitanjali Singh, country 
representative of UN 
Women Bangladesh, said 
rights remain hollow 
without justice, but with 
justice they become power.

Irene Khan, UN special 
rapporteur on Freedom of 
Opinion and Expression, 
said laws must protect 
people rather than deepen 
discrimination and 
insecurity. 

Md Daud Miah, director 
general of the NGO Affairs 
Bureau, acknowledged that 
while relevant laws exist, 
significant gaps remain and 
said he would help facilitate 
the recommendations 
discussed.

Swiss Ambassador 
to Bangladesh Reto 
Renggli said progress 
on gender equality and 
women’s participation 
in policymaking has 
largely been driven by 
the sustained efforts of 
women’s rights activists.

Responding to the 
discussion, the law minister 
said the government 
remains committed to 
advancing human and 
women’s rights. 

He cited recent 
initiatives, including 
issuing family cards in 
women’s names, and 
reiterated support for 
establishing a Women’s 
Commission.

Elect women
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the anti-Ershad movement 
but has been ignored by 
governments.

Tasnim Jara, an 
independent candidate 
from Dhaka-9, said 
independent candidates 
face major obstacles due to 
the lack of party backing.

She said women elected 
to reserved seats are chosen 
by party leaders rather than 
voters, which often limits 
their independence. 

Party nomination 
processes and political 
decision-making also 
remain largely controlled 
by male politicians, she 
added. “Informal political 
funding networks are also 
dominated by men.”

Tania Rab, senior 
vice-president of JSD 
and candidate from 
Lakshmipur-4, alleged that 
the EC failed to ensure a 
level playing field for women 
and provided limited 
support to them.

Farah Kabir, country 
director of ActionAid 
Bangladesh, stressed 
stronger global measures to 
curb harassment of women 
on social media.

Sansila Zebrin Priyanka 
(BNP, Sherpur-1), Nabila 
Tasnid (NCP, Dhaka-20), 
Kohinur Akhter Bithi 
(Independent, Dhaka-11), 
Bohni Bepari (JP, Dhaka-10), 
Mahin Sultan, senior fellow 
at BIGD, and Ritu Sattar of 
Khubdo Women’s Society, 
also spoke. 

Nagorik Coalition 
member Mahrukh 
Mohiuddin and Naripokkho 
member Sadaf Saj Siddiqui 
moderated the discussion.

Arrest warrants
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Shah, Md Sumon Mia 
and Wajibul Alam gave 
confessional statements 
after their arrest. Ahsan 
and Wajibul are currently 
on bail, according to case 
records.

According to the 
charge sheet, the incident 
began around 2:00pm 
on September 18, 2024, 
during a cricket match 
at the hall field, when 
six mobile phones were 
stolen. Later that evening, 
around 7:45pm, Tofazzal 
arrived at the field during 
a football match and was 
suspected of the theft. 
Students then punched 
and kicked him before 

taking him to the hall’s 
guest room.

The attackers demanded 
Tk 35,000 from his family 
as compensation. When 
his uncle, Abdur Rob Mia, 
refused to pay, they became 
enraged and beat Tofazzal 
with a cricket stump and 
bamboo stick, leading to 
his death.

After the killing, 
relatives told the media 
that Tofazzal had “lost his 
mind” following the deaths 
of his parents and brother 
and had become a drifter.

Mohammad Amanullah, 
a supervisor at the DU 
estate office, filed a case 
with Shahbagh Police 
Station the following day.
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