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After a year-long shadow war, Israel directly 
bombarded Iran on Friday, June 13, hitting key 
nuclear and military sites and assassinating 
top figures. Iran, in turn, launched drones 
and ballistic missiles at Israel. Israeli strikes 
have allegedly killed 224 people so far, 
according to Iran’s health ministry on June 
15, 2025, while Iran’s attacks have killed 24 
people in Israel, including civilians, according 
to the BBC on June 16. Israeli Prime Minister 
Benjamin Netanyahu remains steadfast 
in continuing strikes on Iran for “as many 
days as it takes” to degrade Iran’s nuclear 
programme and devastate its military. Iran’s 
leader, Ayatollah Ali Khamenei, threatened 
“severe punishment” and claimed residential 
areas had been targeted. More bloodshed 
seems inevitable, but the outcome of the war, 
which is at a critical juncture, remains bleak.

On June 16, one Israeli source told CNN, 
“The end will be diplomatic, not military,” 
adding that the Israeli hope is now that its 
ongoing military action “weakens Iran’s 
negotiating hand” in any future nuclear talks. 
US President Donald Trump has openly said 
he intends to use the war that Israel started 
to bring Iran to the negotiating table. When 
asked by reporters at Axios whether Israel’s 
attack jeopardises nuclear diplomacy talks 
between the US and Iran, Trump said, “I don’t 
think so. Maybe the opposite. Maybe now they 
will negotiate seriously.” He stated that he had 
given Iran 60 days, to which he claims Iran did 
not cooperate. Trump also mentioned that 
Israel had used “great American equipment” 
during the attacks.

On the other hand, Prime Minister 
Netanyahu said on June 15, “I leave the US 
position to the US. What are they going to 
do now? I leave it to President Trump. He 
made clear that Iran must not have a nuclear 
weapon.” Netanyahu’s intentions are clear—
it is well documented that he has wanted to 
drag the US into a war with Iran under every 
US administration he has encountered in his 
career, even if it comes at the cost of Israeli 
civilian lives. Now, Netanyahu’s success in 
his aim—as he puts it himself—as well as 
Iran’s responses, depend heavily on Trump’s 
next steps. It is worth noting that Trump has 

demonstrated miscalculations regarding the 
Russia-Ukraine war, by approaching Russian 
President Vladimir Putin directly, which 
did not lead to the “peace” that Trump had 
claimed it would. Still, it is plausible that the 
Israeli attacks could very well weaken Iran 
and bring it to the negotiating table for the 
US, as Trump would have it. But that logic of 
using Israel’s war on Iran to “negotiate” with 
Iran contradicts itself, as Israel does not want 
successful diplomacy between the US and 
Iran. In other words, Trump’s tactics could 
also backfire—significantly. 

The confusion surrounding the scenarios 
ahead also arises from the US handling of the 
current conflict, which has been discordant, 
to say the least. The White House’s messaging 
at first was Marco Rubio stating that the 
Israeli attack was a “unilateral action,” and 
Trump claiming he preferred “the more 
friendly path” with Iran. It quickly shifted 
to Trump claiming on June 15,that they 
knew “everything about” the Israeli strikes 
as reported by Reuters. Meanwhile, Trump 
announced that he would be leaving the G7 
summit in Canada earlier than planned to 
address the crisis in the Middle East, after 
issuing an ominous warning for Iranians to 
“immediately evacuate” Tehran. G7 leaders 
called for a resolution to the crisis in the 
Middle East in a joint statement on June 
16,which an official familiar with the matter 
told CNN was signed with the support of US 
President Donald Trump, after language in 
the draft was adjusted to reiterate support for 
Israel’s right to defend itself against its rival, 
Iran. 

According to a report by NBC News on 
June 16, “over the past week, he [Trump] 
came to accept that Israel was determined to 
neutralise Iran’s nuclear capabilities and that 
the United States would have to lend some 
military support for defensive purposes, as 
well as some intelligence support.” Trump’s 
change of heart—from negotiations to tacit 
support for Israel—also stemmed from “the 
Thursday declaration by the United Nations’ 
watchdog, the International Atomic Energy 
Agency, that Iran was in breach of its non-
proliferation requirements,” the report 

states. Two US officials told NBC, “After the 
start of their military campaign, the Israelis 
collected intelligence that could have allowed 
them to target and kill Iran’s supreme 
leader, Ayatollah Ali Khamenei. Netanyahu 
presented the operation to Trump, who 
opposed the plan altogether and wouldn’t 
allow the United States to participate,” as “No 
Americans had been killed in the conflict, so 
Trump didn’t believe it would be appropriate 

to remove Khamenei, the political leader, and 
recommended against the Israelis conducting 
the operation.” 

The Trump administration’s reasoning to 
not get involved in the Israeli government’s 
risky operation in order to protect the US first 
does sheds hope that Trump might well be 
able to control the situation. But Netanayhu’s 
relentless politics, entangling the US in a 
conflict for his own personal ambitions, 
complicates the situation. Analysts such as 
Stephen M Walt of Foreign Policy magazine 
have similarly speculated that Netanyahu’s 
aim regarding Iran ranges from ending US 
negotiations with Iran, to dragging the US 
into a war, and at a maximum, weakening 
Iran to the point that the regime collapses.

The IAEA’s report did not state that 
Iran had developed nuclear weapons. But 
Netanyahu justified his first attack on Iran, 
saying, “a nuclear weapon in a very short 
time—it could be a year, or it could be a few 
months.” That justification is an unproven 
existential threat—a risk that Iran would 

“bomb someday”—and Israel’s decision to 
attack appears to stem from the fact that 
an Iranian bomb would eventually limit 
Israel’s ability to use force in the region with 
the impunity that it currently enjoys. As 
recently as March, US Director of National 
Intelligence Tulsi Gabbard testified that “Iran 
is not building a nuclear weapon” and said 
that Iranian Supreme Leader Ayatollah Ali 
Khamenei “has not authorised the nuclear 

weapons programme he suspended in 2003.” 
Ultimately, Israel’s plan to damage Iran 
severely depends on US cooperation, while 
the plan simultaneously risks blowing Iran-
US diplomacy which is needed for regional 
and international security. 

As attacks intensified on the premise of 
Iran’s supposed imminent acquisition of a 
nuclear bomb, the IAEA’s Director General 
Rafael Grossi said in an emergency session 
at the United Nations on June 16, “Military 
escalation threatens lives... and delays 
indispensable work towards a diplomatic 
solution for the long-term assurance that 
Iran does not acquire a nuclear weapon.” 
Iranian Foreign Minister Abbas Araghchi has 
confirmed to Al Jazeera that the next round 
of Iran-US nuclear negotiations, which was 
scheduled for Sunday in Oman, has been 
cancelled. Tehran currently accuses the US of 
supporting Israel’s attack. On June 14, Iran’s 
semi-official Tasnim news agency quoted 
Ministry of Foreign Affairs spokesperson 
Esmaeil Baghaei as saying, “The other side 

[the US] acted in a way that makes dialogue 
meaningless. You cannot claim to negotiate 
and at the same time divide work by allowing 
the Zionist regime [Israel] to target Iran’s 
territory.”

As of June 16, Israel has said it has achieved 
“aerial superiority over Tehran’s skies,” but 
according to the IAEA, no damage has been 
observed near Iran’s Fordow Fuel Enrichment 
Plant. Israel’s ability to destroy Fordow 
remains under serious question. Israel’s aerial 
superiority could mean repeated airstrikes 
on the same location to destroy Fordow, 
according to military analysts—reportedly 
the way that Israel destroyed Iranian-backed 
weapons production sites for Hezbollah in 
Syria last September, in the largest known 
Israeli operation in Syria. But Fordow is 
located under a mountain and is “much 
bigger, more secure” than the facility in 
Syria, so the “risks of failure are enormous,” 
writes David E Rosenberg of Foreign Policy 
magazine. Research by the American 
Enterprise Institute’s Critical Threats Project 
has reportedly shown that Israel’s penetration 
of Fordow can only be achieved using the US-
produced 15-tonne bunker-buster bomb, the 
GBU-57A/B Massive Ordnance Penetrator.

On the other hand, the status of Iran’s 
stockpiles of enriched uranium—which it 
would need to feed into its centrifuges to 
produce weapons-grade uranium for bombs—
is unknown. According to the IAEA, Israel 
targeted Esfahan nuclear facilities, including 
the Uranium Conversion Facility and the Fuel 
Plate Fabrication Plant, which Iran would 
require to produce more gas and enrich 
uranium. The killing of nuclear scientists, as 
well as the damage caused to its proxies in the 
region by Israel in the past year, also puts Iran 
in a weakened position.

But undeniably, Iran’s trust in the US has 
eroded over the past week, and if the US does 
not impose restrictions on Israel’s attack, 
Iran will have even fewer reasons to come to 
the negotiating table with the US. Amid the 
strikes, on June 15, it was reported that Iran 
is preparing a law to invoke the withdrawal 
provision from the Treaty on the Non-
Proliferation of Nuclear Weapons (NPT)—the 
treaty that provides the key legal basis for 
the presence of international inspectors in 
Iran. With many possibilities for where the 
current conflict could head, uncertainty is 
widespread.

But what is certain is that US foreign policy—
succumbing to Israel’s smokescreen of using 
nuclear threats to dismantle Iran’s regime—
will open a new era of unprecedented rivalry 
between the US and Iran, the repercussions of 
which will ripple across the world.
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In the high-stakes theatre of Middle Eastern 
geopolitics, few rivalries are as fraught and 
consequential as that between Israel and Iran. 
Their confrontation, long waged through 
proxies, covert operations, and cyberwarfare, 
has increasingly become a war not only of 
missiles and militias but also of narratives 
and perception. As the spectre of full-scale 
conflict looms, disinformation emerges 
not merely as a side-effect of war, but as a 
weapon of war itself. This is not unique to 
the Israel-Iran standoff. Recent conflicts 
such as the Ukraine-Russia war, and even 
the brief but intense India-Pakistan clashes, 
reveal how disinformation is now central to 
shaping international sympathy, diplomatic 
alignments, and battlefield legitimacy.

Disinformation—intentionally misleading 
or false information—has assumed a strategic 
role in contemporary warfare, shaping the 
informational terrain upon which public 
opinion, international diplomacy, and 
battlefield decisions rest. In the Israel-Iran 
conflict, disinformation is used to justify 
pre-emptive strikes, delegitimise opponents, 
rally domestic support, and neutralise global 
condemnation. Unlike the propaganda of 
the 20th century, today’s disinformation 
is algorithmically amplified, digitally 
disseminated to be globally consequential. 
Crucially, it is disproportionately and 
deliberately shaped by a powerful consortium 
of US, Israeli, and European intelligence 
infrastructures—granting one side a decisive 
upper hand in monopolising interpretation 
and totalising perception on the global stage.

Psychological warfare by other means
For both Israel and Iran, the goal is to shape 
how their actions are perceived rather than 
merely to carry them out. Israel often justifies 
its operations as preventive measures against 
existential threats. When Iranian-backed 
militias are targeted in Syria or Gaza, Israeli 
officials frame their actions as limited, precise, 
and necessary. Iran, conversely, portrays such 
attacks as unlawful aggression, appealing to 
international norms and casting itself as the 

victim of Zionist and imperialist designs.
Yet these competing narratives are rarely 

anchored in transparent evidence. Casualty 
figures are selectively reported; satellite 
images are curated or doctored; and metadata 
is manipulated. But the informational 
advantage lies squarely with Israel and its 
allies. With robust support from the US 
and European intelligence agencies—often 
with access to global surveillance systems, 
sophisticated AI-driven media monitoring, 
and diplomatic channels—Israel enjoys a 
structural upper hand in controlling the flow 
and framing of information.

This intelligence collaboration doesn’t 
simply defend interests. It pre-empts critique. 
Leaked dossiers, anonymous briefings to 
Western media, and selective disclosures 
are orchestrated to generate strategic doubt 
about Iran’s intentions while shielding 
Israel’s actions under a cloak of necessity and 
legitimacy.

Weaponising social media
The battleground has expanded from physical 
territory to digital terrain. On platforms like X 
(formerly Twitter), Telegram, Instagram, and 
TikTok, armies of bots, trolls, and ideologically 
aligned influencers wage a perpetual contest 
over meaning. Israel, bolstered by its cyber 
units and coordinated hasbara (public 
diplomacy) efforts, systematically targets 
trending narratives, deploying content that 
emphasises Iranian threat perceptions and 
casts its own military responses as moral 
imperatives.

Iran, meanwhile, leverages a network of 
regional proxies and sympathetic voices in 
the Global South to counter this narrative. 
But Iran’s digital influence—fragmented, 
reactionary, and linguistically segmented—
rarely achieves the same reach or credibility 
in the Western mainstream. The asymmetry 
is glaring: Israeli-aligned privileged narratives 
often appear in prestigious outlets through 
op-eds, embedded journalism, and think 
tank publications, while Iranian messaging 
is filtered through the lens of suspicion and 

delegitimisation.
Here, the algorithm becomes an ally. 

Content critical of Israel or sympathetic 
to Palestinians or Iran is more frequently 
suppressed, flagged, or shadow-banned 
on Western platforms—a reflection of the 
deeper entanglement between Silicon Valley, 
Washington, and Tel Aviv.

The proxy dimension
Proxy groups further complicate this 
information ecosystem. Hezbollah in 
Lebanon, Iranian militias in Iraq and Syria, 
and Hamas in Gaza operate not only as 
military actors but as narrative warriors. 
Through videos, statements, and martyrdom 
imagery, they craft emotional appeals aimed 
at mobilising regional solidarity and global 
outrage. These tactics often blur the line 
between information and spectacle.

But proxies also provide Iran with 
plausible deniability. When disinformation 
is disseminated through unofficial channels, 
Iran can distance itself while still benefiting 
from the resulting confusion or sympathy. 

Israel, in turn, leverages this ambiguity to 
cast wide suspicion on all Iranian activities, 
branding even peaceful dissent as subversive 
or terror-linked.

The disinformation advantage here again 
rests with Israel and its allies, who can quickly 
flood the zone with counter-narratives, 
backed by deep intelligence archives, press 
access, and institutional trust.

Influencing international diplomacy
Disinformation does not remain confined 

to the Middle East. Both states aim to sway 
international institutions and shape global 
policy. Israel frequently raises alarms about 
Iran’s nuclear ambitions, sometimes leaking 
or selectively interpreting intelligence. These 
revelations, often disseminated through 
Western think tanks and friendly journalists, 
are rarely scrutinised with the same rigour 
applied to Iranian claims.

Iran counters by alleging that such leaks are 
fabrications designed to incite pre-emptive 
war or sanctions. But lacking equal access 
to global media platforms and credibility 
with Western audiences, Iran struggles to 
gain traction. This imbalance tilts diplomatic 
outcomes: sanctions regimes, arms sales, 
and UN resolutions are often influenced 
by narratives crafted within Western echo 
chambers, many of which are informed by 
intelligence sourced from or aligned with 
Israeli interests.

Suppressing dissent, manufacturing 
consent
Internally, disinformation serves a dual 
purpose: discrediting foreign adversaries 
and stifling domestic dissent. Iran frequently 
invokes the spectre of Israeli sabotage or 
Western espionage to delegitimise protests 
and arrest critics, labelling them foreign 
agents. Israel, particularly during military 
escalations, equates opposition to its actions 
with antisemitism or treachery, creating a 
climate of fear that chills journalistic and 
academic freedom.

This convergence of security, nationalism, 
and information control is hardly unique to 
these states, but its intensity in the Israel-Iran 
conflict illustrates how disinformation has 
become central to regime maintenance. In 
both societies, the space for debate narrows 
as truth itself becomes suspect.

A new type of fog: Epistemic chaos
The classical “fog of war” refers to the 
uncertainty commanders face in the chaos of 
combat. Today, that fog is epistemic. What is 
real? What is manipulated? What is staged? 
In the Israel-Iran conflict, this is no accident—
it is design. The goal is not to assert a truth, 
but to overwhelm the informational field 
with conflicting claims, delaying action and 
deepening division.

Israel’s alliance with Western media 
ecosystems and intelligence apparatuses 
ensures that its narratives often appear first, 
and more authoritatively. Iran, in contrast, 
must labour to dispute these with fewer 
tools, less credibility, and greater risk. This 

epistemological asymmetry renders global 
publics and policymakers vulnerable to 
persuasion through repetition rather than 
verification.

Disinformation as a weapon of mass 
distraction
In the unfolding Israel-Iran conflict, 
disinformation is not peripheral—it is 
central. But unlike a level playing field of 
contested claims, the disinformation war is 
lopsided. With algorithmic amplification and 
the strategic backing of US and European 
intelligence and media infrastructures, Israel 
wields disproportionate influence over what 
becomes the dominant narrative.

This is not to exonerate Iran or diminish 
its own manipulations, but to highlight how 
power shapes perception. Disinformation 
erodes trust—not just in states, but in the very 
notion of shared reality. If the international 
community hopes to de-escalate this volatile 
confrontation, it must confront the narrative 
imbalance embedded in the architecture of 
digital and diplomatic power.

Complicating this landscape further 
is the deepening division within the US 
political establishment—between the 
interventionist neoconservative camp, long 
aligned with Israeli strategic ambitions, and 
the MAGA-aligned isolationist right, which 
remains staunchly opposed to being drawn 
into another Middle Eastern quagmire, 
particularly one driven by regime-change 
aspirations. This internal fracture plays out 
in the disinformation arena as well, with 
conflicting leaks, contradictory messaging, 
and politicised intelligence shaping the 
narratives that reach both domestic and 
international audiences. Ironically, this 
discord—rooted in partisan self-interest 
rather than principled restraint—has so far 
acted as a brake on full-scale US involvement, 
frustrating efforts by more hawkish elements 
to entangle Washington in “finishing the job” 
Israel may have initiated.

That said, the imperative is clear: invest in 
genuinely independent journalism, establish 
multilateral verification frameworks, 
and enforce accountability on digital 
platforms. In an age where virality eclipses 
veracity—and where intelligence leaks 
parade as journalism—truth is not merely 
compromised; it is systematically dismantled. 
In this asymmetrical information war, that 
erosion of truth may be the most perilous 
casualty of all.
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