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Need someone’s phone number 
to promote your products or do 
something similarly invasive? 
Need a rival’s call history to know 
with whom they are talking in 
secret? Or someone’s NID card to 
open a fake bank/MFS account, 
or take out loans in their name? 
Or their driving licence to stage 
an incriminating scene? 

There was a time when these 
questions would be almost as 
dangerous to ask as the pursuit 
of their answers. You would 
be looking over your shoulder 
constantly, lest someone catch a 
whiff of your unseemly interests. 
The criminal market built around 
such pursuits was still niche, and 
the personal of “personal data” 
still meant something other 
than just the nature of the data 
in question—it was a hands-off 
warning to anyone looking to 
infringe upon someone else’s 
privacy. But those days are coming 
to an end. Today, thanks in large 
part to the frequent breaches 
of government websites and 
servers, there has been a gradual 
normalisation of data-related 
crimes, to an extent that hardly do 
you see anyone raise an eyebrow 
anymore. Citizens, too, seem to 
be accepting the fate of their data 
being inherently vulnerable the 
moment it is digitised. 

There has also been a thriving 
market for stolen data—a hidden 
domain populated by men 
trading in secrets—and leading 
it from the front are apparently 
government officials themselves: 
people who are supposed to 
protect our data. This was the 
subject of a recent report that, as a 
columnist of this daily has rightly 
assumed, would have “made a 
much bigger splash” in any other 
country. But not here. According 
to the report, citing a letter by 
the National Telecommunication 
Monitoring Centre (NTMC), 
some unscrupulous government 
employees with login credentials 
were stealing sensitive personal 

data from the national 
intelligence servers and selling 
it to some 789 groups and 
pages onFacebook, Telegram, 
and WhatsApp. Collectively, 
these pages and groups—where 
questions like the above would be 
routine—have 32 lakh members 
and followers. 

The sheer size of the network, 
and its disruptive and destructive 
potential, is frightening. It’s like 
a data bazaar or supermarket, 
or, in marketing language, your 
one-stop shop for all things you. 
Here, your personal details are 
up for grabs to anyone willing to 
pay—to be used at their disposal 
and tossed away when their job 
is finished. Even payment is not 
necessary for information that is 
already publicly available, thanks 
to previous data breaches and 
exposures. 

The NTMC is legally authorised 
to monitor all electronic 
communications in coordination 
with the telecommunications 
ministry, BTRC, and law 
enforcement and intelligence 
agencies. It stores data related 
to citizens’ NID cards, passports, 
driving licences, and call detail 
records. Reportedly, nearly 500 
officials of 42 organisations can 
log in to its National Intelligent 
Platform (NIP) using their IDs, and 
access the data for verification 
and investigation purposes. The 
digital trail of the latest breach was 
discovered when the NTMC traced 
unusually high numbers of logins 
to the NIP by IDs belonging to two 
officials from the Anti-Terrorism 
Unit (ATU) and Rab-6. Both of 
them are now under investigation 
for unauthorised data transfers. 
Previously, two data entry 
operators of the IDEA 2 project 
were also arrested for similar 
offences, according to our report. 

The question is, with so many 
officials and organisations 
having access to the servers of 
the NTMC—a platform with a 
chequered history of handling 

citizen data—are the detected 
four the only ones to have abused 
their login credentials? Knowing 
how prone to corruption many 
government employees are, and 
how weak our data security 
infrastructure is in general, we 
cannot be sure. It is more likely 
that other attempts have gone 
unnoticed. Although we don’t 
know how many people were 
or will be affected by the latest 
breach, the number is likely huge. 

Over the last few years, we have 
had many such data breaches 
which were usually blamed 
on outsiders. What will the 
authorities say now that insider 
involvement has been found in 
illicit data sharing/selling? Who 
will take the blame for this lapse 
in our data security protocols? 
For the citizens whose data was 
sold or otherwise made available, 
the consequences are not 
hard to imagine. A widespread 
dissemination of their private 
data poses a severe risk to their 
security and privacy. NID details, 
for example, can be abused to 
commit various crimes. In the 
past, we have seen how NID cards 
were used to open fake bank 
accounts and obtain loans, or 
to illegally access government 
grants. Victims, it goes without 
saying, may have to pay the price 
for such identity theft even years 
after the commission of any 
crime in their names.

The recent incident has 
raised fresh alarms both 
for the victims involved and 
Bangladesh’s existing data 
ecosystem. A country that once 
promised a techno-utopian 
vision through catchphrases 
like “Digital Bangladesh” and 
“Smart Bangladesh”—with 
accompanying digitisation—is 
increasingly seeing its efforts 
descend into a dystopian 
nightmare. How the government 
responds to this scenario will 
determine the future of those 
grand visions.
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During its latest partnership 
with the International Monetary 
Fund (IMF), Bangladesh has been 
experiencing high inflation for the 
past 22 months, its economic crisis 
worsening gradually. Financial 
account deficits have surpassed 
$9.26 billion. With outstanding 
payments across various sectors 
like electricity, aviation, fuel 
imports, and various digital sectors, 
the net reserves have plummeted 
to just $13.8 billion, a situation 
reminiscent of nine years ago. The 
continuous dollar crunch and 
dollar payment crisis have persisted 
for the past 22 months, further 
strangling the country’s business 
and employment sectors due to 
LC’s substandard control. 

Meanwhile, the government is 
also suffering from a local currency 
crisis. Being unable to make due 
payments in taka, it decided to 
issue special bonds worth nearly 
Tk 26,000 crore. Nearly half of 
the new foreign loans are being 
used to pay the interest and 
principal on unscrupulous loans 
taken in the past. The country has 
witnessed the highest depreciation 
in the value of taka during this 

time. So, the question arises: Why 
does macroeconomic instability 
continue to plague Bangladesh 
even after partnering with the IMF?

In my opinion, there are five 
major reasons: mismanagement 
of policies; overlooking large-
scale statistical discrepancies; 
failure to propose research-based 
policies; the nexus between corrupt 
governance and institutional 
incompetence; and, ultimately, the 
mindset of giving concessions to 
reform policies. 

Despite Sri Lanka stabilising 
its economy within six to nine 
months of entering a deal with the 
IMF, Bangladesh hasn’t, raising 
questions about the effectiveness of 
IMF engagement here.

While the first instalment of 
the lending package was granted a 
year ago, inflation has continued 
to soar, with banking liquidity 
crises, money laundering, weak 
bank mergers, and unresolved bad 
loan issues (NPLs) still persistent. 
However, government expenditure 
hasn’t been reduced, rather 
development budgets (ADPs) have 
been slashed. IMF negotiations 
haven’t significantly impacted 
critical aspects of poor governance.

The implementation of the 
crawling peg method (which should 
have been done at least a year 
ago) to control the dollar rate was 
mistimed. Policy rates have been 
further increased when lending 
interest rates doubled within a few 
months. The exchange rate against 
the dollar hasn’t been realistically 
adjusted, and the real effective 
exchange rate (REER) hasn’t been 
followed in due course. After 25 
percent depreciation over two years, 
the new step of taka depreciation by 
6.3 percent has led to an increase 
in the total foreign debt position 
to nearly Tk 70 crore (about $6 
billion). With the dollar rate rising 
by Tk 7, the government’s main 
burden of electricity capacity 
charges, fertiliser, and fuel imports, 
especially electricity production 
expenses, will increase. As a result, 
the country will directly experience 
a new wave of inflation.

The savings interest rates on 
deposits have not been adjusted at 
the right time. Banks have created 
a messy window for swapping loans 
at low rates, causing capital flight 
and deteriorating private sector 
investments. The Bangladesh 
Bank failed to put a brake on the 
rise of politically motivated non-
performing loans (NPLs), nor could 
it restore depositors’ trust.

The IMF has not really been 
critical about the mechanism of 
hiding billions of dollars’ worth of 
NPLs. Despite IMF engagement, 
there has been no pressure on 
banks suffering with NPLs. Four 
state-owned banks alone have seen 
a 27 percent increase in defaulted 
loans, reaching nearly Tk 63,000 
crore in total at the end of last year. 
The crucial issue is that there hasn’t 
been any attempt to bring the top 
loan defaulters to book. Thus, the 
IMF has not been able to address the 
root cause of systemic economic 
issues.

All efforts to reduce inflation 
resulted in further increase in 
prices. Measures like increasing 
interest rates, restricting capital 
flight and NPL, and halting capital 

flow mechanisms have NOT been 
taken on time to combat inflation. 

Zero incentive policy (the only 
motto of revenue increase) has 
triggered new poverty, energy 
poverty and urban poverty. In 
particular, continuous hikes of 
primary energy and electricity 
prices, import duty and VAT etc 
exacerbated poverty among the 
poor and middle class. Rising 
fertiliser and diesel prices 
caused very high food prices and 
fuelled hunger and malnutrition 
everywhere. International markets 
have seen a stable or declining price 
for primary energy over the past six 
months, yet due to IMF pressure, 
prices of energy and electricity 
have not decreased in the country—
rather, the opposite happened. 

Concerns persist that policy 
inconsistency and conflicts will 
not get in the way of ensuring 
macroeconomic stability in 
Bangladesh. Triggering all 
accelerators of inflation at the 
same time must be avoided; logical 
sequencing and order management 
are needed.

Mistimed currency devaluation 
under the crawling peg method 
will not curb inflation. Over the 
past two years, the effect of “new 
money injection” has fuelled new 
inflation—i.e. the flow effect of 
printing reserves is still ongoing. 
Inflation will continue due to 
import LC blockade. Although 
private banks had a higher closing 
dollar rate of Tk 117 compared to 
the state-run banks’ Tk 110, costly 
imports will exacerbate inflation. 
The plan to increase electricity 
prices four times a year over three 
years will raise inflation. All logical 
expectations for inflationary 
growth will also increase prices in 
the market.

The IMF’s policy to reduce 
incentives, centred around 
electricity accounts, is flawed; the 
policies are not research-based. In 
reality, Bangladesh loses billions 
of dollars from manipulated 
power sector capacity charges. 
Political malpractice in the power 
sector includes corruption in large 

circles, false hardware capability, 
capacity charges, faulty power 
plants, inefficient power plants, 
renewal of inefficient ageing power 
plants, high system loss, and other 
systemic flaws. Analysis of unit-
wise production in 2023 shows 
that despite 23-25 percent unit 
mechanical failures in electricity 
production, revenue is obtained 
through capacity charges and 
overbilling. The Bangladesh Power 
Development Board (PDB) is 
procuring electricity production 
capacity from plants that are 
sitting idle through billion-dollar 
electricity purchases. All of these 
are absent in the IMF’s “policy 
proposals.” The pressure to reduce 
administrative expenses (austerity) 
is not visible. 

IMF’s policy on waivers is 
contentious. Despite failing to 
meet the three main conditions 
(dollar rate, net reserve limit, and 
percentage of NPLs) during the 
second instalment, Bangladesh 
received a waiver, which was 
delayed in other countries for the 
same reason. Despite the dollar 
crisis, the country has maintained 
regular debt servicing (payment of 

interest and principal on foreign 
loans), which may be why the IMF 
has brought flexibility into its 
policy here, adjusting its lending 
business to the government’s terms. 
The June 2024 target for forex 
reserves has been brought down to 
$14.76 billion from $20.10 billion. 
Not only that, but the IMF has also 
reduced the government’s revenue 
target. The question is, has the IMF 
not conducted sufficient research 
and preparation? Or does the 
Bangladesh mission lack enough 
expertise and the knowledge of 
local data manipulation?

One of Bangladesh’s major 
problems is misinformation, and 
the IMF remains indifferent to 
that. According to IMF studies, the 
actual amount of defaulted loans 
is twice the government’s figure. 
There are discrepancies not only 
in population data, but also in 
per capita income data. There’s 
uncertainty whether the new 
exchange rate will adjust the dollar 
value of the GDP. In the past year, 
despite a nearly 25 percent decrease 
in the value of the taka, there has 
been no trustable adjustment in the 
dollar rate for GDP. Despite inflating 
GDP at 9.5 percent inflation rate, 
a nearly 30 percent decrease has 
happened in the value of money 
over the last 1.5 years. There should 
be a drop in GDP and per capita in 
terms of dollars, and a sharp rise in 
debt-to-GDP ratio.

Based on its own information, 
the Bangladesh Institute of 
Development Studies (BIDS) found a 
15 percent food inflation in a recent 
survey. But the Bangladesh Bureau 
of Statistics (BBS) reported a 10.22 
percent food inflation in April 2024. 
The deviation between the two 
surveys is 46.77 percent. This level of 
misinformation and/or information 
discrepancy has crossed all limits. 
Controlling inflation is crucial as a 
means to restore macroeconomic 
stability in the country. If the 
inflation data remains misleading, 
the effectiveness of the proposed 
IMF reform policies will remain 
under question too.

Why are IMF policies failing 
to stabilise our economy?
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