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FROM DSA TO CSA

The same two bottles
of agony
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The August 7 announcement to
repeal the Digital Security Act
became a matter of great anxiety
and discomfort for citizens, as
the government had proposed a
new law called the Cyber Security
Act, 2023, without consulting
stakeholders.  Unfortunately, the
proposed law’s content — particularly
its provisions regarding cybercrime
and the composition and operation
of  organisations involved in
cybersecurity - is essentially identical
to that of the Digital Security Act,
2018 and amounts (o a contravention
of the constitution, international
human rights standards, and the rule
of law.

At a press conference on August
10, Law Minister Anisul Huq and
State Minister for Information
Zunaid Ahmed Palak said that
stakeholders could provide feedback
on the draft Cyber Security Act (CSA)
within 14 days and that any specific
recommendation made in response
would be taken into consideration.
During the conference, both said it
was imperative to review the criticism
of the CSA and made statements
acknowledging the reconsideration
of several previously voiced concerns,
which a few organisations have
enthusiastically embraced. These
concerns include decriminalising
ethical hacking, legal action against
law  enforcement misuse, legal
recourse against false and deceptive
lawsuits and how to stop them,
and monetary compensation for
victims of human rights abuses or
unlawful detention due to wrongful
prosecutions and perjury, alongside
other issues.

The proposed CSA and Digital
Security Rules, 2020 involve four
agencies: Digital Security Agency,
the Bangladesh government’s
e-Government Computer Incident
Response Team, its Digital Forensic
Lab, and the National Digital
Security Council. The proposed
CSA allows regulators to restrict
or delete data based on subjective
criteria, potentially restricting free
speech. It criminalises vague speech,
inviting government interference
and potentially restricting freedom
of expression. It could also require
the BTRC, through government
intimation, to delete or block data
under Sections 8(1) and 8(2), which
might cause Bangladesh’s internet
to be blocked, filtered, and censored,
causing concerns about transparency
and official opacity.

Furthermore, the National
Emergency Response Team, the
director general of the Cyber Security
Agency, and police investigators can
obtain, remove, block, or otherwise
regulate data and internet activity
without protections or judicial
review under the proposed CSA.
Additionally, the draft CSA repeals
Section 57 of the DSA, which states
that no employee or other party shall
be liable for harm resulting from
good-faith actions. But if officers,
employees, or individuals of these
institutions  violate  fundamental
human rights, freedom of expression,
and the right to privacy of personal
information, how and where can
employee accountability, the
requirement to publish transparent
annual financial and activity reports,
and standard operating procedures
be implemented?

The proposed Cyber Security
Act’s penalties for most
transgressions appear to be excessive,

disproportionate, and unlawful. For
instance, Section 29 criminalises
defamation on internet media and
carries a fine of Tk 25 lakh for doing
so. Besides this, criminal defamation
is punishable by two years in jail with
or without a fine under Sections 499
and 500 of the Penal Code, 1860.
While defamation on digital media
maintains the  aforementioned
legislative definition, the punishment
for the same offence is different. How
can an accused get a longer term for
thesame crime? Due toits conflict with
Article 27 of the constitution, Section
29 can be deemed unconstitutional,
unlawful, and voidable under Article
26 of the constitution. Also to be
emphasised is the distinction between
criminal and civil defamation in
Bangladeshi law, with the latter
being based on tort law. Tort law
wrongdoing is decided at the judge’s
discretion, while defamation must be
established beyond a reasonable doubt
in criminal proceedings. Damages
for civil defamation, however, could
be determined by probability. The
government should have emphasised
the significance of adopting modern
communication  technology in
Bangladesh’s defamation legislation
and the emergence of civil defamation
in democracies.

The now-possibly-repealed DSA
included harsh, unreasonable, and
illegal ~ punishment  provisions;
nevertheless, the proposed CSA
minimised excessive penalties and
boosted bailable crimes. In reality,
the proposed CSA will not aid
accused criminals to lessen sentences
or increase the number of offences
that are eligible for bail since, once
a case has been filed, the bailable
clause is added to the non-bailable
clause, which not only is against the
rule of law but also gives rise to fear,
intimidation, and panic in citizens.
Under the proposed CSA, no new
judicial system has been established,
and the authority has been given
to the Cyber Tribunal that was
established under the ICT Act. The
bail of the accused under the DSA is
also subject to the bail requirements
in the ICT Act. It goes without saying
that the responsibility imposed on
the court before granting bail in the
aforementioned act is against legal
precedent and unjust in nature.

The state must protect freedom,
human dignity, and reputation
without compromising individual
rights. Section 38 of the proposed
CSA gives the investigating officer
90 days to finish the probe, and
the higher authority might grant
an extra 15 days. After 75 days, the
cyber tribunal might prolong the
investigation by statute. The DSA has
seen serious clause breaches. The
proposed legislation provides harsh
penalties on conviction, and the
crimes are non-bailable with limited
exceptions.

Different nations have unique
regulations governing the length
of pre-trial detention since there
is no chance it may be seen as a
punishment. If the investigating
agency fails to produce the report
promptly, the accused may be granted
bail. But there are no laws or standards
in place that govern how people are
punished for crimes. Measures for
penalising violations of the CSA need
to be revised. The conflicting stances
of recent laws have made our criminal
justice system more challenging and
contentious, jeopardising people’s
fundamental rights.

Cyberterrorism and other
“national security” offences,
including those that might be used
to retaliate against whistleblowers,
are also overbroad and do not offer
suflicient protection against misuse.
While the Disclosure of Information
in Public Interest (Protection) Act,
2011 encourages individuals to speak
out against corruption, Sections 21,
25, 29, and 32 of the proposed CSA
prevent it. Several journalists and
rights advocates were prosecuted
under the DSA at the beginning of
the Covid-19 pandemic for covering
misconduct by public officials and
representatives. Moreover, citizens
were given the power to enforce
the legislation, which exacerbated
court harassment since judges and
investigators did not understand
how to investigate and punish DSA
offences.

The proposed CSA’s Section
34 states that assisting in the
commission of an offence constitutes
an offence, and the penalty for
aiding and abetting is the same as
the original offence. This is excessive
and disproportionate, as it does not
differentiate  between those who
commit a crime and those who help
and abet it. The proposed act lacks
distinctions between unlawful action
and public interest, and also lacks

specific definitions. International
cybercrime  treaties list  several
offences, but the proposed CSA

defines many of them too broadly
and leaves out the question of
criminal intent. Additionally, many
of the offences in the CSA are already
covered by other criminal laws, such
as the ICT Act, making it too broad
to interpret multiple offences in
multiple areas.

More alarmingly, the proposed
CSA and the DSA encourage the
arrest of children, violating their
internationally recognised rights,
contravening the UN Children’s
Rights Declaration and the Charter.
Furthermore, the proposed CSA does
not include a provision that would
make it illegal to file false charges
or provide false evidence, which is in
violation of Section 211 of the Penal
Code.

Citizens have applauded the
decision to repeal the harsh and
onerous Digital Security Act, 2018.
However, the implementation of the
CSA could negatively affect social
justice, human dignity, fundamental
rights, and human rights.

To pass cyber laws, regulations,

and recommendations, the
government must regularly,
spontaneously, consistently, and
meaningfully engage with civil

society. Since too many parts of the
proposed Cyber Security Act, 2023
- from definitions of crimes to the
powers, rights, and obligations of
administrative institutions - violate
national and international human
rights legislation, it must not be
implemented.

Numerous DSA cases indicate
that most prosecutions restrict the
public’s and the media’s freedom of
expression, and the provisions in the
proposed CSA are raising comparable
concerns. In order to preserve the
constitution  and  fundamental
human rights (particularly the right
to free expression) in Bangladesh,
the proposed CSA should not be
presented to parliament right away.
Fourteen days is not enough time
for people to extensively consider an
issue of such importance. Instead, a
legislative measure such as a bill o
repeal the DSA could be introduced to
safeguard unencumbered cyberspace
freedom and promote democratic
principles in Bangladesh.
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Two months ago, Russian President
Vladimir Putin faced the biggest test
of his 23-year reign, when Yevgeny V
Prigozhin, chief of the paramilitary
Wagner Group, seized control of
a Russian military office in the
city of Rostov-on-Don and made a
brief attempt to march in Moscow.
The insurrection by the Russian
strongman’s one-time ally led to
sprawling commentary in Western
media, which jumped at the sight of
Putin’s seemingly “weakening grip”
over a nation that is, largely and
solely, just his.

Theories were concocted in galore
that the rebellion panning out
would disarray the Russian military,
turn the Kremlin upside down, and
possibly end the Ukraine war. For
context, the Wagner Group has

played a significant role in the war
against Ukraine, spearheading some
of the bloodiest battles in the conflict,
including the fight to conquer
Bakhmut, which killed thousands.
Putin has publicly said that the
Russian state paid Wagner almost
S$1 billion in the first year of the war.
Some commentators perceived that,
without the mercenary group, the
Russian front would collapse — none
of which materialised.

The mutiny turned out to be
nothing but a shortlived moment
of humiliation for Russia’s leader,
catapulted by Western journalistic

cliches that mistakenly examine
Russia’s strictly personalist
dictatorship through the black-

and-white lens of Western liberal
conceptions of dictatorship. Even
juxtaposing Putin’s Russia with
Stalin’s doesn’t take us far enough
to understand what’s going on today.
Though the Stalin era was brutally
repressive, it was not as unpredictable
and arbitrary as the current state of
affairs.

The absence of the Wagner Group
has not hurt Russia’s position in the
Ukraine war, nor has it objectively
created negative ripple effects on
the morale of the Russian military
as analysts had predicted. The
Russian Federation has not been
fragmented and the military has
instead held off against the Ukrainian
counteroffensive. Bereft of a proper
framework to understand the hidden
Kremlin politics, commentators
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and analysts have approached the
past two months of Prigozhin-filled
headlines with wishful thinking and
fantasies of a dark political thriller in
the making.

Putin’s response in the aftermath
of the mutiny led to a universal
conjecture that he is “weak”
Ukrainian ~ President  Zelensky
used the same label (o criticise his
adversary. Despite calling the Wagner
chief a “traitor,” Putin allowed him to
strike a deal with Belarus and leave
Russia for exile, invited him for a
three-hour chat at the Kremlin, and
dropped formal charges against him.
For each and every day that Prigozhin
lived, it reinforced the impression of
“Putin’s weakness” in the West. The
lack of violence in the first response,
divorced from the usual course of

Russia’s reputation for deceit, paved
the way for the West’s shortsighted
discourse on Putin’s political
strength.

Then, two months from the day the
Wagner chief stepped out o betray
Putin, the expected fate arrived.
Prigozhin is now reportedly dead in
a plane crash, with some of his top
liecutenants. The crash also came
the same day Gen Sergei Surovikin,
commander of the Russian air forces,
was dismissed. Surovikin was close to
the Wagner Group, which lends itself
to a plausible theory of a calculated,
carefully planned purge of those
associated with the mutiny - the
ultimate act of betrayal against Putin.

The information regarding what
caused the crash remains suspicious.
While at first, it seemed like a
missile from the ground shot the
aircraft down, US intelligence now
suggests it was sabotage with an
explosive onboard. Whatever it was
— and whether the Wagner chief is
actually dead or in some secret cave
somewhere — there seems (o be little
confusion among observers that it
was Putin’s handiwork. Though the
Kremlin has dismissed the claims
of Prigozhin’s assassination as an
“absolute lie,” leaders around the
world, including US President Joe
Biden, are seemingly not surprised at
Prigozhin’s fate.

Things often happen in Putin’s
Russia like dark magic, with rarely any
explanations or conclusions. People
fall from windows “by accident,”

and dissenters coincidentally die by
suicide. A long series of mysterious
events in the past two decades - such
as the attempted poisoning of Alexei
Navalny, Putin’s biggest opponent,
and the sudden death of former
Russian KGB officer, and Kremlin’s
foe, Alexander V Litvinenko from
radiation poisoning — have all been
perceived as Putin’s cunning ways of
“payback” and his political prowess.

Yet, with Prigozhin’s demise,
the Western media has been more
reserved at drawing conclusions
that uphold the narrative of Putin’s
sustained grip over Russia. The
leaderless Wagner Group, with its
fighters stranded across multiple
countries, is said to be finished, and
in the hands of Vladimir Putin, who
can frankly do anything he wants
with the remnants of it. Still, rather
ridiculously, the fact that Prigozhin
was alive for the past two months is
being analysed by commentators in
Western media as a reminder that
Putin is weak.

The whole Wagner saga has been
interpreted as an embodiment of
domestic distrust towards Putin
among the ranks of Russian elites and
private military organisations. But
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that doesn’t even matter. The Wagner
Group’s demise only shows that
the regime’s strength, and Putin’s
control, are largely disconnected
from the will of the Russian people,
including the elites. The fact that such
a high-profile political challenger
was thrown off the scene reflects the
unbound nature of political options
that Putin still has.

We all assumed that Prigozhin
was alive on borrowed time. But
to hold on to the trajectory of
circumstances in that borrowed time,
only to purposely underscore Putin’s
weakness, is completely far-fetched
and unproductive. If the ruthless
leader’s revenge was coming, then
wouldn’t the guarantees of safety
that Putin gave to Prigozhin have all
been a part of his twisted game? This
remains the least analysed aspect of
the Wagner drama in the Western
circle.

Let’s face it, amid the wildfire of
speculations, no one will actually
know what happened. But if we need
to gauge anything about Putin’s
Russia, it’s that Putin is Russia.

So, Western media can sing the
“Putin is weakened” song as much
as they desire. But it will play in a
vacuum of meaningless conjecture
that pushes us further away from truly
understanding how things work in a
dictatorial system where the leader is
the system, and from understanding
the actual power of the very leader
whose political decisions are severely
costing the entire global system.




