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Bangladesh probes 2013 hack
for links to central bank heist

REUTERS, Dhaka

Bangladesh police are reviewing a nearly
forgotten 2013 cyber heist at the nation's
largest commercial bank for connections to
February's $81 million heist at the country's
central bank, a senior law enforcement
official said on Wednesday.

The unsolved theft of $250,000 at Sonali
Bank involved fraudulent transfer requests
sent over the SWIFT international payments
network. It is not widely known outside of
Bangladesh, and in fact was treated as a cold
case until Bangladesh police revived the
investigation after thieves in February also
used the SWIFT network to steal $81 million
from Bangladesh Bank.

Sonali Bank said it had informed SWIFT
about the 2013 heist at the time and also
unsuccessfully tried to recover the money
from the recipients in Turkey, said one bank
sOurce.

Thieves in the 2013 robbery used tactics
similar to those used by the yet-to-be-
identified criminals in the Bangladesh Bank
heist--using the SWIFI' money-transfer
system to divert bank funds, said a senior
bank official. Authorities are now reviewing

the case to see if there are any links that can
help them track down the criminals behind
the Bangladesh Bank heist.

At Sonali Bank, hackers installed key-
logger software on a computer to gain pass-
words to other systems, then sent fraudulent
transfer requests over SWIFT, said the senior
bank official who is part of its IT operations.
Police arrested two employees who had
responsibility for initiating and approving
money transfer instructions, but they were
later freed without being charged.

Sonali Bank Managing Director Pradip
Kumar Dutta told Reuters that the attackers
remain at large and no money has been
recovered.

“We could not find out what happened,”
the official said.

The Sonali Bank cyber heist is the fourth
documented case involving fraudulent
SWIFT messages and the earliest known case
to surface. It is not known whether any of
the robberies, including the two attacks on
Bangladesh banks, are related.

The two other cases that have come to
light are a $12 million theft from Banco del
Austro in Ecuador in January and an attack

on Vietnam's Tien Phong Bank in December
that was not successful.

The Sonali Bank theft was reported by
Bangladesh media at the time, but has faded
from public memory. Police said they only
recently became aware of similarities with
the central bank heist. "This is an interesting
issue that we've come to know," said the
senior police official, who declined to be
identified further. "We'll have to look into
it."

News of these attacks has tested faith in
the security of SWIFT, a key conduit for
global financial transactions that is used by
more than 11,000 banks and other institu-
tions. Regulators and banks have already
implemented reviews of SWIFT security
measures to determine whether other banks
could be wulnerable to similar attacks.
SWIFT spokeswoman MNatasha de Teran
declined to comment on the Sonali case.

"We are actively looking into other possi-
ble instances of such fraud, but we will not
comment on individual entities," she said.

Bangladesh's Anti Corruption
Commission, which investigated the Sonali
case, did not have an immediate comment.
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Saudi ofters more o1l to Asian
clients ahead of Opec meet

REUTERS, Singapore

Saudi Arabia is offering extra crude to customers in
Asia, a sign the world's largest oil exporter does not
intend to cut output as it battles for market share
with other top producers.

Saudi's offers of more oil come after it recently
completed maintenance programmes that had
reduced supplies from some fields during the
second quarter, traders said. The kingdom will also
soon increase its Arab Extra Light crude output in
an expansion of the Shaybah oilfield.

But some Asian refiners said they are not rush-
ing to buy more Arab Extra Light after Aramco
raised the oil's official selling price (OSP) by 80
cents a barrel in June, making it more expensive
relative to similar Abu Dhabi grades.

In a market that still has the most growth poten-
tial and in which many producers, including Iran,
Irag and Russia, are trying to increase sales, that
does not portend well for Saudi Arabia as it begins
to bring new output online in June.

"It will be challenging (for Saudi Arabia). One
of the things that will come into play is whether
they will start cutting OSPs to attract customers
and keep volumes intact,” said Sushant Gupta,
downstream oil analyst at energy consultancy
Wood Mackenzie in Singapore.

State oil company Saudi Aramco plans to ramp
up output from the Shaybah field over the next
two weeks to 1 million barrels per day (bpd), fully

utilising its expanded capacity, Saudi media
reported on Thursday, quoting the company's
chief executive.

This month, Saudi Aramco has asked at least
two Asian refiners if they will lift more oil in June
on top of contract volumes, two trading sources
familiar with the mattersaid.

However, "their latest OSP is not attractive to
refineries," a trader with an Asian refiner said,
adding that grades from the United Arab Emirates,
of quality similar to Arab Extra Light, were more
competitively priced.

A second trader with an Asian refiner said:
"Refining margins are so-so, so I don't think there
is a big drive to take more prompt oil."

Complex refining margins in Singapore have
risen slightly from five-year lows touched earlierin
May, with ample fuel supplies continuing to cap
refiners’ profits.

Saudi Aramco did not immediately respond to
an emailed request for comment on any offers
made to Asian refiners.

Iran and Iraq have also said they will increase
output, slimming hopes that the Organization of
the Petroleum Exporting Countries (Opec) will
agree to any long-term plan to curtail supplies
when it meets in Vienna next week.

Russia's oil shipments to China hit a record in
April, as it took the top spot as largest crude exporter
- ahead of Saudi Arabia - to the world's No.1 energy
consumer for the second time this year.

Guests attend the inaugural of a fitness centre -- Fit Zone -- at West Dhanmondi in Dhaka. Imran Khan, owner of

the centre, was also present.

France gripped by fresh wave
of power, transport strikes

AFP, Paris
Striking French workers disrupted oil
refineries and nuclear power stations
and halted planes and trains on
Thursday in mounting industrial
action against labour market reforms.
Union activists blocked bridges
while train drivers and air traffic con-
trollers walked off the job.
Fresh rallies were due to be held in
Paris and other cities in the latest bout
of social unrest that started three

months ago and has frequently
turned violent,

protests, insisting they did "not make
the law in France."

In fresh comments on Thursday, he
branded the union "irresponsible”.

The CGT said all but three of
France's 19 power stations have voted
to stop work.

RTE, the body overseeing the
national power network, said the
stoppages were not having an imme-
diate effect on the electricity supply,
but "if it worsens, it will have an
impact on the management of the
network",

France gets 75 percent of its elec-

Employees and unionists demonstrate in Le Havre, France yesterday to
protest against the government's proposed labour reforms.

With just two weeks to go until

France hosts Euro 2016 football cham-

pionships, unions called for rolling
strikes on the Paris Metro to start on
the day of the opening match on June
10.

Unions called off some blockades
on fuel depots and refineries in the
north of the country, but many motor-
ists were still stuck in long queues at
petrol stations around France.

Under intense pressure, Prime
Minister Manuel Valls vowed the
labour law would not be withdrawn,
but said it might still be possible to
make "changes" or "improvements”.

The divisions within the Socialist
government were laid bare when
Finance Minister Michel Sapin sug-
gested the most contested part of the
legislation should be re-written.

Valls slapped Sapin down and
ruled out revamping the clause, which
gives companies more of a free hand
in setting working conditions.

On Wednesday, Valls lashed out at
the CGT union that is driving the

tricity from nuclear power,

A third of petrol stations were dry
or dangerously low on fuel after sev-
eral days of blockades at refineries by
union activists.

One refinery returned to operation
after the activists ended their strike,
but five of the country's eight refiner-
ies are still either halted or operating
at reduced capacity.

Pierre Jata, a 40-year-old cable TV
technician was rushing to fill up at a
petrol station on the edge of the capi-
tal, minutes before supplies ran out.

"Obviously, if you don't have
petrol you can't get to work," he told
AFP.

He laid the blame for the disrup-
tion on the government.

"I'm with the unions. I'm with
them but I'm still annoyed, " he said.

The government has been forced to
tap into its strategic reserves and
President Francois Hollande has
vowed to do "everything... to ensure
the French people and the economy is
supplied”.
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