—— . ———

——

The other side

Hackers are not the kind of dL |
depicted in the movies. But the ones who make the news

are hackers, who have.gone astray. Actually, there are

of the hacker
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three kinds of hackers, the White Hats, the Black Hats,

and the Gray Hats.
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CONTINUED FROM PAGE 17 ; .. .
4. Be careful who you share information with. Generally, if you don't know

0.

-

o

their voice phone number, name, and occupation or haven't spoken
with themvoice on non-info trading conversations, be wary.

Never leave your real phone number to anyone you don't know. This
includes logging on boards, no matter howk-rad theyseem. Ifyoudon 't
know the sysop, leave a note telling some trustworthy people that will
validate you.

Never hack government computers. Yes, there are government systems
that are safe to hack, but they are few and far between. And the govern-
ment has infinitely more time and resources to track you down than a
company who has to make a profit and justify expenses.

Never codes unless there is *NO* way around it. You use codes long
enough, youwill getcaught.

_ Never afraid to be paranoid. Remember, you *are* breaking the law. It

doesn't hurt to store everything encrypted on your hard disk, or keep
your notes buried in the backyard or in the trunk of your car.

Watch what you post on boards. Most of the really great hackers in the
country post *nothing* about the system they re currently working,
except in the broadest sense (I'm working on a UNIX, ora COSMOS, or
something generic. Not “I'm hacking into General Electric's Voice Mail
System” orsomethinginane and revealing like that.)

10.Don'tbe afraid to ask questions. That's what more experienced hackers
“are for. Don't expect *everything* you ask to be answered, though.

There are some things (LMOS, for instance) that a beginning hacker
shouldn't mess with. You'll either get caught, orscrewitup forothers, or
both.

Well, as vou can see, hackers are not the kind of dark, underworld crea-

tures as depicted in the movies. But the ones who make the news are hack-
ers, who have gone astray. Actually, there are three Kinds ol hackers, the
White Hats, the Black Hats, and the Gray Hats. The white guys are actually
system ops who are in charge of maintaining the security of large systems,
and their job is quite challenging, not to mention high-paying. The Black
Hats are what people commonly know as "hackers”, and the gray ones are
somewhere in between these two. They are freelancers who DO hackinto a

Sy

stem, but then inform the system admin about the chinks in the armor ol

the network. Mostly these guys are people with a mission; to make the
information superhighway more secure. They also often help track, catch
or shut down people or firms who put indecent items on the net, or other
tjELiLL\}‘hI["‘.

| might as well stop here. But I hope this has helped to clear out any

misconceptions you might have had about hackers. And in my own opin-
lon, hackers are not amenace, but aboon to the digital world; they do make

itasalerplace.
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Viruses: A general autopsy!

MANNAN MASHHUR ZARIF
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IRUSES: A feared word by
most computer users and

netizens! The spread of

viruses through the Internet is the
most rampant version of cyber
crime; however, viruses can spread
in other modes as well. The term
'virus' creates confusion amongst
numerous computer laymen out
there, So here is a quick look at
what viruses actually are and how
they behave!

What DoViruses Do?
I'm going (o present a detailed
explanation ol viruses and other
types ol malicious soltware, For
now, it'senough to understand that
viruses are potentially destructive
software that spreads from pro-
gram to program or from disk (o
disk. Computerviruses, like biolog-
ical viruses, need a host to infect; in
the case ol computer viruses this
host IS an innocent program. I
such a program is transferred (o
your PC, other programs on your
PC will become infected. Even
though some viruses do not inten-
tionally damage your data, 1 con-
sider all viruses to be malicious
soltware since they modily your
programs without your permission
with occasional disastrous results.
['he bottom line is that if you
have a virus, you are no longer in
control of your PC. Every time you
bool your PC or execute da program
the virus may also be executing and
spreading its infection. While mosit
viruses haven't been written to be
destructive, almost all viruses can
cause damage to your files--mostly
because the viruses themselves are
very poorly written programs. If
viruses destroy nothing else, they
destroy your trust in your PC--
something thatis quite valuable.

AreViruses Mostly Hype?
Unfortunately not! There is some
confusion about this issue because
some extreme claims have been
made regarding numbers of viruses
and how likely you are to become
infected. During the Michelangelo
media extravaganza in early 1991,
some exaggerated figures were
presented in the media which led
some people to suspect that all
viruses were nothing but hype. One
company was quoted in Informa-
rion Week that based on their
reports, one out of four PCs was
infected every month!You may also
hear reports of there being fromten
to thirty thousand different PC
viruses with the number expected
o double in six to nine months. So,
are we faced with impending
doom? No, not quite. The truth is
viruses are very wide-spread but a
relatively small number (about
one-hundred) account for ninety
percent of all infections. Many of
these viruses are created by kids
that can't even program. They use
automated viruses creation pro-
grams that produce very poor
quality viruses. These viruses are so
obvious that they rarely spread in
the wild. Still, viruses are a real
threat that we can't afford to
ignore. Viruses have been found on
brand-new PCs, direct from the
manulacturer, and on shrink-
wrapped soltware, direct from the
publisher. Viruses are not merely
hype and nooneis safe from poten-
tially being infected. If you value
your data and programs, you have
Lo take some precautions.

How Serious Are viruses?

Viruses are-a problem but they are
not the main thing you should be
concerned about. There are many
other threats to your programs and
data that are much more likely to
harm you than viruses. Problems
such as hardware glitches, soft-
ware conlflicts, software bugs, and
even typos are much more likely to
cause undetected damage to your
data than viruses. A well known
anti-virus researcher once said that
you have more to fear [rom a spilled
cup of coffee than from viruses.
While the growth in number of
viruses now puts this statement
into question, it's still clear that
there are many more occurrences
of data corruption from other

causes than from viruses. So, does
this mean that viruses are nothing
to worry about? Emphatically, no! It
just means that we need to address
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Viruses are programs just like any other on your PC, They consist of instructions for or codes that your computer
executes, What makes viruses special is that they do their "job" by placing self-replicating code in other programs, S0
that when those other programs are executed, even more programs are “infected" with the self-replicating code.
"Self-replicating code" is simply a program that copies itself to other programs. This self-replicating code, when

tri‘gge'red by some event, may do a potentially harmful act to your computer--but this is strictly optional. Only 2
minority of viruses contain deliberately destructive code.

¢

the other threals to our data as well
as viruses. Because viruses have
been deliberately written to invade
and possibly damage your PC, they
are the most difficult threat to
guard against. It's pretty easy to
understand the threat that disk
failure represents and what to do
about it, but the threat of viruses is
much more difficult to deal with.

Software attacks against
your compulter:

Viruses are one specific type of
program written deliberately to
cause harm to someone's com-
puter or to use that computer in an
unauthorized way. There are many
lorms ol malicious soltware; some-
times the media calls all malicious
software viruses, but it's important
to understand the distinction
between the various types. Let's
examine the different types of
malicious software: '

Logic Bombs

Just like a real bomb, a logic bomb
will lie dormant until triggered by
some event. CIH virus being the
classic example! The trigger can be
aspecilic date, the numberoftimes
excecuted, a random number, When
the logic bomb is triggered it will
usually do something unpleasant.
This can range from changing a
random byte of data somewhere on
your disk to making the entire disk
unreadable. The changing of ran-
dom data on disk may be the most
insidious attack since it would do a
lot of damage belore it would be
detected.

Trojans

I'hese are named after the Trojan
horse which delivered soldiers into
the city of Troy. Likewise, a Trojan
program is a delivery vehicle for
some destructive code (such as a
logic bomb or a virus) onto a com-
puter. The Trojan program appears
Lo be awselal program, but when a
certain event occurs, it will attack
your PC1in some way.

Worms
A worm is a self-reproducing pro-
gram which does not infect other
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executed. Each new copy will
create more copies quickly clog-
ging the system. The so called
Morris ARPANET/INTERNET
‘virus” was actually a worm. It
created copies of itself through the
ARPA network, eventually bringing
the network to its knees. It did not
infect other programs as a virus
would, but simply kept creating
copies of itself which would then
execute and try to spread to other
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when the infected program is
executed,

You could also say that the virus
must do this without the permis-
sionor knowledge of the user.

WhatViruses Do:

Our virus definition is very general
and covers all viruses. Let's con-
sider specifically how this works.
Viruses are programs just like any
other on your PC. They consist of
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programs as a virus will, but
instead creates copies of itself,
which create even more copies.

These are usually seen on networks-

and on multi-processing operating
systems, where the worm will
create copies ol itseltwhich are also

machines,

Viruses:

Here's ourdelinition:

A virus is a program which repro-

duces its own _code by attaching

itself to other programs in such a

partner

instructions for or codes that your
computer executes. What makes
viruses special is that they do their
"job" by placing self-replicating
code in other programs, so that
when those other programs are
execuled, even more Programs are
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"infected” with the self-replicating
code. "Sell-replicating code” is
simply a program that copies itself
to other programs. This .self-
replicating code, when triggered by
some event, may do a potenually
harmful act to your computer--but
this is strictly optional. Only a
minority of viruses contain deliber-
ately destructive code. You could
say that viruses are distributed in
the lormofa trojan. In other words,
the virus code has been planted in
some useful program. Since
the virus infects other useful pro-
grams, absolutely any piece of
executable code can suddenly
become a trojan delivery vehicle
forthe virus.

Another way of looking at
viruses is simply to consider them
to be a program which can create
copies ol itself. These copies are
inserted in other programs (infect-
ing these programs). When one of
these other programs is executed,
the virus code (which was inserted
in that program) executes, and
places copies of itself in even more
programs.

You'll notice that I used the word
“altach™ inourdelinition of a virus.
This 1S because viruses can “at-
tach® themselves to a program
without directly modifying that
program. This might seem hard to
believe at this point, but I'll soon
explain exactly how they accom-
plish this trick.

GeneralVirus

Behaviur

Viruses come in a great many
different forms, but they all poten-
tially have two phases to their
execution; the infection phase and
the attack phase:

I.When the virus executes it will
infect other programs. What is
often not clearly understood is
precisely when it will infect the
other programs. Some viruses
infect other programs each time
they are executed, other viruses
infect only upon a certain trigger.
This wrigger could by anything; it
could be a day or time, an external
eventon vour PC, a counter within
the virus ete. Some viruses are very
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selective about when they infec
programs; this is vital (o the virus's
survival. If the virus infects o
often, it is more likely 1o be discoy.
ered before it can spread far. Vipye
writers want their programs g
spread as far as possible befyre
anyone detects them. This brin
up an important point which begre
repeating:

ILis @ serious mistake 10 execute
a program a lew Limes -- find nogh.
ing infected and presume there gre
no viruses in the program. You can
never be sure that the virus simply
hasn't triggered its infection
phase’

Many viruses go resident in the
memory of your PC just as a termi.
nate and stay resident (TSR) pIo-
gram. This means the virus can
wait for some external event such
as inserting a diskette, copying a
file, or execuling a program (o
actually infect another program.
This makes these viruses very
dangerous since it's hard 10 guess
what trigger condition they use for
their infection. Resident wvipuses
frequently corrupt the system

software on the PC 1o hide thejr ‘&

existence.

['he second phase is the attack
phase. Many viruses do unpleasan;
things such as deleting files or
changing random data on your
disk, simulating typos or merely
slowing your PC down; some
viruses do less harmful things such
as playing music or creating imes-
sages Or animation on your
screen. Just as the virus's infection

phase can be triggered by some .

event, the attack phase also has its
own trigger. Viruses usually delay
revealing their presence by launch-
ing theirattack only after they have
had ample opportunity to spread.
This means that the attack may be
delayed for years after the initjal
infection. The attack phase is
optional; many viruses simply
reproduce and have no trigger for
an attack phase. Does this mean
that these are "good” viruses? No,
unfortunately not! Anything that
writes itself to your disk without
your permission is stealing storage
and CPU cycles. This is made worse
since viruses which “just infect”,
with no attack phase, damage the
programs or disks they infect. This
s not intentional onthe pan of the
virus, but simply a result of the fact-
that many viruses contain
extremely poor quality code. One
of the most common viruses, the
STONED virus is not intentionally
harmful. Unfortunately the author
did not anticipate other than 360K
floppy disks, with the result that the
virus will try to hide its own code in
an area on 1.2mb diskettes which
causes corruption of the entire
diskette.

Quick Guidelines:

[t's important (o keep viruses in
perspective. They are but one
threat to your data and programs.

They need not be regarded as
mysterious and they are quite easy

to understand. Here are a few tips

o keep in mind when considering

Viruses:

* You can only get a virus by exe-
cuting an infected program or
booting from an infected dis-
kette. Any diskette can be
infected by a boot seclor
virus, even non-bootable dis-
Keltes.

* You cannot get a virus simply by
being on the internet, or an
online service. You will only
become infected if you download
an infected file and execute that
file.

* Most viruses are transferred by
booting froman infected diskette
(e.g, Stoned, Form, Stealth-B,
AntikExe, Monkey). Remove
diskettes from your A drive as
soon as you are through with the
diskerte.

* Make sure you have at least two
backups for all of your files.
Backups are essential not only to
safely recover from virus
inlections, but also to recover
from the other threats to your
data.

Be sure to check all new software

¢

for viruses. Even shrink-wrapped
soltware from a major publisher
maycontainavirnis.
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