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Hackers in Bangladesh: why do they hack and how

FTER "Virus®, the second word to strike terror in any computer

system administrator's heart is probably "Hackers". But, the term

"hacker” itselt is undefined. People who gain unlawful access
forcefully into other computer systems are commonly known as hackers.
Another such term is “crackers”, They are actually the dark cousins of the
hackers. But the dillerence is, while the hackers meticulously examine the
codes andnature ol the system they want to explore, the crackers just use off-
the shelf tools to get into a machine, and most often, to vandalize the system.
But, whenitcomes to being a baddie, hackers and crackers are both alike.

So, what do the hackers think of themselves? Carolyn Meinel, uberhacker,
the creative mind and author behind Happy Hacker and "The Happy
Hacker” (American Eagle) book series says, “Hacking is wanting to figure out
for yoursell how things really work. It's knowing that there are things that
aren tin the manual and that oftentimes the manuals are wrong. And, it's
pursuing this information obsessively. A hacker is a wonderful, decent
human being. It's more fun to create a new operating system (like Linux,
created by hackers) or server (like the commonly-used Apache Web server)
than trashing someone else’'s system”. While writing her book “Uberhacker”,
Carolyn Meineltook a breakto talk toShewire. FHere are some excerpts:
Shewire: How can hacking make the world abetter place?

CM: Again, Linux is a prime example. It's almost as widely used as Windows
N and I predictitwill be the most common operating system in the world. A
cheap, used computer with a hacker-written operating system is fast enough
to be a Web server. We save people money and save old computers from the
trash heap. The hacker who created PGP (Pretty Good Privacy, an e-mail
secunty program) risked jail time so that people could communicate in
private, Email was created by hackers pack’'in the days of the Arbornet.
Hackers created the Internet. Freedom of speech has spread throughout the
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sfartup screen of Win 9X, and claims that he "hacked” thatfile to make it Im_:k
like that. Bigger losers make the computer show the startup screen of Win
ME, while it's booting intoWin 9X. But the real danger is not a problem of the
developed countries anymore; it's knocking anour doors.

The year 2000 saw the "supposed” Millennium Bug threat, but more
inumrl;im o us, one real ISP hack, and an attempted hack on another one,
BRAC Bdmail got hacked on the 29 of April 2000. When the users tried (o

send emails, the mails bounced back, and they got a mail stating that BRAC
Bdmail has been hacked as a protest against the malpractice of the ISP's here.
It also said that the ISP's are only bothered about the money and not about
the security and service issues. The Daily Star ran a series of reports on this
crime back then. And the Bdmail officials had mixed reactions aboutit. They

Another "most talked-about” topicin the IT arenawas the alleged hacking
of the Dhaka Stock Exchange (DSE) mainframe system on March 30, 2001,
Whether it could be called hacking or not, there is the [act that an unautho-
rized access was detected, and a certain key softwarethe market administra-
tion and control (MAC) and surveillance softwarehas been stolen by an
unidentified person who also had the password to log on to the servers,

'he hacker also had access to valuable data regarding the market. It was
known that he gained access through a Fireball server on aWAN connection,
The system administrators changed the logon passwords immediately, 1o
prevent further access. Fortunately, trading continued for the next few days
unhampered. And according to the brokers, that was the danger period. With
that over, the brokers let out a sigh of relief and got on with their business-
literally.

So,back to the question: why and how do the Bangladeshi hackers hack? We
were fortunate to catchup with a hacker, a guy in his early twenties, to know
the answers. For obvious reasons, his real handle and identity will not be
revealed, We shall call him "Task Force".

The Daily Star (1DS): Why do you hack?

Fasklorce (TF): Well, I feel that the ISPs in Bangladesh are real money sharks.
Theywant the users to feed them money while they don't care what they (the
users) get. And with the high usage rate, I cannot stay online for as long as |
want, Hence I try to steal passwords from others, so that I can use the net as
much as | want. |

DS: Don'tyou think thatitis unfair for the other users?

['F: It all depends upon how vou look at the scenario. From my perspective, |
amquite justified inmy actions. I know of people who pay thousands of takas
in mobile phone bills, just to get all lovey-dovey with their darlings. They use
the Internet for the same reasons: to get Emails, and to chat with the lovers.
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Fhese are the kinds of people | despise. The Internet is a vast store of knowl-
edge, and you have 1o explore it to know about it. It's not just another
medium for communication, it's like the cave of Ali Baba. You say the
enchanted words, and it opens up for vou, revealing the wealth inside.
DS: S0 howdoyoudo your trick?
TF: Thekind ol people | talked about is also the kind who knows about every-
thing but computers. And this weakness of theirs is my advantage. The way |
work is my secret, but there's one thing. As a hacker, I'm still learning. But |
can be called a cracker. Fuse tools widely available on the net to do my things.
That'sall.
DS:Whatisyour opinion about broadband service in the country?
TE: 1'think it is the exact way to stop password hacking here. If we can be
online 24 hours a day, 7 days a week, then why should we bother about lag-
ging dial-up connections? But, the government should step into this busi-
ness. It's not too much lor the private sector, but the red tapes need to be
removed. We need to be connected (o that gigabitoptic fiber line, And though
It would mean more hacked PCs, users would not need 1o worry about their
passwords. They would need to encrvpt their hard drive. And the threats for
the corporate systemswill be the same

Hackersor crackers, they are an elusive breed. They live in theirworks, not
in their words. But still, the question remains: will our country be strong
enough towithstand a cyber attack? With a ramshackle IT infrastructure and
monopolies ruling the IT and communications sector, the future is as yet
uncertain. We have seen two governments' reign during the past ten years,
with much said and little done regarding the IT industry. We neged trained I'T
prolessionals, not smart clerks, who can take the leadinthe 22  century. The
21 1s already here; there's no good talking about it Let's face the future, not
lightit.
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The other side of the hacker

denied that there had been any such hacking. "We had alittle problem i_l"I“l” Sl_lil_lfﬂ_nﬁmﬂ;lrl-'.l';;\l A | NI ¥ f
systems, but there wasn't any hacking," one olficial said. Another official | |
requesting anonymity had said, "Probably someone was playing foul in the HANKS to Hollywood, the very word "Hacker” tends to flash a | 1
area where Daily Star is located.” But the truth came out later, when it was stereotypic 1mage in our minds: a guy in his late teens or early | |
hacked again within four days. This time, the backer (or hackers) snatched twenties, hammering away at the keyboard, in the ungodly hours of | |
the Primary and Secondary Domain Name Server (DNS) addresses, When the night. He is trying to get illegal access to a FBI, CIA, or a big | o |
requested by the ISP to give them back, the hackers had an interesting wayto  conglomerate database that has a wealth of secret info. It's simple, all it ' ;ﬁg-/“ .
retaliate. They had set some conditions to Iree the r.lnmuin._ The hackers  requires is a password. So, with his typing speed of 100 WPM, and the &4";
demandedtransparency, unity and guality customer service from the ISPs. database allowing infinite retries, bang! He's in after only a few mistakesand | |
They were also critical of the activities ol ISP Forum, an organization ol the — couple of good guesses. Alter that, he downloads the entire dbase and the | |
local 1SPs. Ultimately, the hapless ISP had to switch its DNS address 10 restishistory. |
BRACBd.net from Bdmail.net. _ : | What 1s hacking? Hacking i1s not going into a system and destroying files |
BRAC Bdmail was not the only one. Insiders “‘”"__”_“' leading ISPs ke 4nd jus messing up files in a computer. Hacking is not going into the IRC |
Grameen Gy lwl'nt‘!. I’ﬂhhl]&;l.\lt‘[l and I.H,\' have Llllll||ill.'l;i“}' ilt'_kl][]u'lt::i!ﬂt'li advertising and showing off what script or bot you're using. Hacking is not |
that they all have faced attacks like this, but not ol this magnitude, “Such  emailbombing, using programs, winnuking someone, using ICMP attacks
interventions are frequent here but for a lack of knowledge of general USers, o, someone, or saying that you are a hacker. However, hacking isintruding a
l~}]ﬂ1|],-}|d”".\ are’'not so much," said an Internel expert of the Grameen aj.'x{t_*m.'lml1."-.[‘J|Hl'ill}.‘,“ll'I"l”ﬂ"'-i'f”"[“”*'f and getung whatever information
( 'I"h_*'”“"- : . _ vou need and getting yourself out and clearing yvour trails without getting
Experts believe the new millennium will be heralded by such sophisti- G pusied. It's all for the sake of knowledge. The hacker's motto is
cated crimes since there have already been anumber ol instinces of hacking Knowledgeis freedom, and freedom is knowledge.” Some do this to explore
: ] : : 0 : ' " \ J“-t s € ! B . i v
'“'m]‘“l]' ]'"“_'_“ [ ‘I”“j '"”h'l"}":li"_ “It“_'”‘ “.l'”ill"'lnth“‘lll _l' | _ L Iindihesecrets ol the government, show the host of a server their problems
planet, and with hacking, evervone has a voice. Hacking is also an economic URauhonzed usentindbi Il “!' "I““h‘ TCARIIE SCCUTHY AYSCHIR DTS ind o help newhjies out as best as they can, or to just showoff their "skillz", or
benefit. A kid in Bangladesh can turn a crappy computer into an Internet  [0gicisalsoon therisein Bangladesh (o get popular, or to gain friends, or even to get a girlfriend (what a pathetic
server thanks to the tools of the hackers, creating a level playing field for | [n danl};.'.'nudw. hackers have used mobile-to-mobile phones lor interna- Bt et S e ==
himsell or herself. Anvone has the opportunity to learn from the world, or ““{“_‘: ”.rt'\l“"f"k[_]"':llllk"l il ol s _ ettt Wy Being ahacker is not child's play. It takes the urge to read, and. mountain- Visual C, Perl as thelingo'stoleam
: make money sellingiocal products from anywhere. e I(:FHBLI.TP};;L[;I l:ll::nh:nilltli I;&[ltn:”:‘l;: }Tr::rl:mk“il;lz [;““TI i Tl l:\tlhllll l}j‘; ous amounts of patence. Reading s the lirst thing tor being a hacker. [f you  Some mightnotbelieveit, buthackers doobeysome rules. 'l
. ire- are . » o v age ay ¢ S ¢ 2w et (e Ju ' ¢100 I ; : =4 . : .
f* Shewire:Whatare some ”!"L.”“rmlun "‘LMJN{ - IDI:-‘{]T][-M-H 'in ﬂ-mu|-“_|{-:h " sad \"m*vn: \hmed ol BISI Baneladesh is haven' 2Ol the Urge, Lthen YOu can Kiss the thought utrtztlhj..'t‘. You'll have to 1. Neverintentionallvdamage *a
CM: I want 1o kgrp on writing cool h{!.l."lk*‘\ 1o open people’'s mind and heart, ¥ ]i . unxrﬂd 'tIHt:_lltt""-' -*‘nl.[hv‘m e | | v lcarn a lot about the operating systems that power the Net; WinNT, Unix, 2. Never alter any system files other than ones needed to ensure your escape
and l want 1o l*i]'l["l;'_’_l‘,"w;j,l-._-. J.HLI [.?'TU‘%[’H._'I'H!‘- tothe \\'ul’ld. | want lﬂlt‘hi['h I;](-{]plt_- 1 i Vi ddy 5 [ ; L,! e 1' | : ¥ -L | | L inux. HI}TilI‘iH, BSD. from detection and vour future access I Ti ian Horses. Alterine Loes. and
to unleash the power they have. | want to encourage themto get togetherand ERODIBA T PG ESSTOIIRLS [S=URENE COUTEYIS 0T CARAARES AU, AMO: I’rogramming 1s important to your hacking career. You cannot become a the like are all necessary toyour survival foraslong aspossible
work onneal projects. It'samazing when that happen mated banks could be targeted by Bangladesh's next generation ol hackers s : : = g7 | e, ' e iyl Sre - depal iy
YOIK DR [I€4l Projecis. it Samazing wnen that nappens, ‘ "The no<siBility of more intelliceat hatkare a il tanmih Bt hacker withoutlearning hpw to code. When you code, youmake the program, ;3. Never leave your (or anyone else s real name, real handle, or real phone
h s -reall) L'“.”m'“mi';-t“.h'“"” IESE “m.d'\ m.'.[-n I Nak hu[kﬂ-' AL PLm;-rvd[ur-:-nu.miéar:::vi{-ruing" ;,:j{j n 1"[ plmfm.”;[ 3 l dowhat you wantittodo, you tellitwhat to do and howyouwant to do . You number on anysystem that volfaceess illegally. Theyv*can®* and will track™
Bangladesh, beingahackerisallabout showing off. Akid, or aguy defaces the | | L s 52 can make various programs such as crackers, exploits, scripts, efc. C++, vou down from vour handle! CONTINUED ON PAGE 18
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5 ocal strength, international reach 1
- - . |
- The Reaaymaae Garment Sector Is the major foreign exchange |
earning sector of Bangladesh. in Fiscal Year 2000-2001 - i, - - , .
= it o 46 fy/' o : o00-2001, our Bank Asia, the fast growing private sector bank has acquired the operations of Scotia Bank in
: dl €X; Wi - / - -
-~ 0 port was 4.60 bitlion US dohiar and /ts total share in the Bangladesh and now operates as the Scotia branch of Bank Asia.
o for-ex earning was over 75%.
e ‘ o R Our dedicated team of professionals offer all the facilities of an international bank.
- This emerging sector currently employs about 1.5 million workers,
L]
e of whom 80% are women This sector transformed the once * * - -
g : ;s Bank with us and avail our following services:
3 neglected destitute women to a regimented, matured and skilled
¥ 4“,‘ human resource. B Express Remittance to the United
! i States/UK/Canada/Europe via modern
[ :
= sof electronic global system-SWIFT. Our
o % | Our  entrepreneurs  are acd e O
; | | o e TN expatriate/local customers have expressed
: | Y N : : ' :
e L - d cdicale total satisfaction on our handling over the
# 5y SR e Bangladesh is an flexible, past 1 Year since transition.
< customer  driven  and

Our efforts towards eliminating
child labour from the apparel
industry has been  highly
acclaimed throughout the world.
Up to now, over 10,000 former

“competitive price point” -
apparel producing center of
world standards. We are
committed to  make
Bangladesh the best ethical

A

child-workers have peen _
¥ covered under formal and non- sourcing country of the
formal schooling programs such words

as - 'Earn and Leam” Skill
Training Programs etc.

v
d ’ b | Fr.l' '3 I_ M
% i | LR
- [ i | ¢ "

T
< K ¥
o

; i 3
Wy
£
\' -.'r

K 5 4
&‘;\:7__/:::2]"“
larmea cangladesn Garment Manufacturers & Exportars Associstion

BTMC Bhaban (Ground floor), 7-9 Kawran Bazar, Dhaka-1215, Bangladesh.
Telephone # 880-2- 8113592, 8115597, 8115751, 8122119, Fax # 880-2-8113951
E-mail: mfo@bgmea.com, www.bemea.com

B /ssuance of Canadian dollar drafts at
reasonable cost.

B Special services dedicated to students
intending to pursue education overseas with
minimum cost of maintaining student files to
send money during period of stay abroad.

B Fastest Canadian dollar transfers and quick
iIssuance of American Express Travelers
Cheques.

Please visit our office at the following location:

ity MOHAKHALI

Bank Asia Limited

113 116 Old Aot Rocod
Roewas Bhadean [ Jrd Floor)
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For more detalls do call / visit us:

Scofla Branch: Rangs
Phone: 8110161,

B Bank Asia

Scotia Branch

Bhaban
8125011,

113-116
9123077

(3rd Flaor),
8125012 Fax:

Old Airport
E-mail:

Road, Dhaka-1215.
basco@bdcom.com SWIFT:

Bangladesh.
BALBBDDH




